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Abstract 

The purpose of this project is to conduct pure research into the implementation and 

management of the next generation Internet Protocol (IP) version 6 addressing scheme.  This 

project will address the debate over the various aspects of IPv6 implementation and management 

in a comprehensive manner.  We will probe the various issues relating to the migration of IPv4 to 

IPv6 in light of the practical alternative of NAT IPv4.  Furthermore, we will analyze the various 

enablers, potential hurdles, costs and penetration estimates that have been explored by leading 

analysts world wide. 
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Executive Summary 

 
This project discusses the ethical and legal implication that Information Technology has 

on society today.  Furthermore, it details the development of the next generation IP protocol 

version 6 in the mid-1990’s by the International Engineering Task Force (IETF) and explains the 

hierarchy of this organization and its relationship to other organizations and, specifically, 

V6Ops, the IETF working group that is primarily responsible for the transitioning of IPv4 to 

IPv6 and the smooth, uninterrupted operation of the Internet. 

Beginning with a discussion on the ethical and legal implications that Information 

Technology has on society as a whole, this paper introduces the development of IPv6 through the 

efforts of IETF, it addresses the current limitations of IPv4; looks at the cost reductions and 

savings that can be realized by the implementation of IPv6; addresses the regulatory 

requirements for implementing IPv6; looks at the skepticism surrounding the advantages that 

IPv6 will bring to the world markets, financial and educational institutions, the military, and 

local and federal government organizations; provides a timeline for implementation of IPv6 on a 

worldwide scale, and compares the agreements and disagreements along with the general 

consensus among leading analysts for the implementation of IPv6 as a whole.  
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Ethical and Legal Implications of Information Technology on Society 

Despite the explosion of Information Technology world wide over the past 20 years, little 

has been accomplished in the way of forming definitive literature that adequately addresses the 

ethical thinking of students, scholars, and practitioners as it applies to Information Technology. 

Even though there have been some pioneers that have explored the outer regions of IT ethics, no 

systematic literature has been forthcoming in this field as has been developed for business ethics, 

and the medical and legal ethics arenas.  

Various assumptions that are made with regard to ethics and legality in Information 

Technology center on the area of computer security and privacy in the home, workplace and on 

the Internet, and especially as it pertains to heightened security that IPv6 brings to networking as 

will be presented here.  

Laudon (1995) describes four distinct rules of ethical thinking that have emerged over the 

years, which are classified as: (1) The collective rule-based way of thinking, (2) The individual 

rule-based way of thinking, (3) The collective consequentialist way of thinking, and  (4) The 

individual consequentialist way of thinking 

The collective rule-based school argues that the rules of ethical behavior should be 

followed by everyone and the rules apply universally. The individual rule-based school argues 

that the individual will eventually come to know what is right by looking inward at the universal 

and timeless truths derived from religious beliefs, intuitions, and self-analysis. In contrast, the 

third and fourth schools of ethical thinking tell us that we should develop our ethical and legal 

ideals based on empirical understanding of the real world rather than relying on “rules” given to 
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us for the situations that we face. The third school—that of collective consequentialist—began 

with Aristotle, who argued that by studying the actions, laws, and mores of differing people and 

cultures inductively, we could arrive at a universal set of actions, laws, and mores for everyone. 

And, lastly, the fourth school—that of individual consequentialist—tells us that good acts on the 

parts of individuals in any given situation have good consequences, wherein individuals examine 

one’s situation and maximize one’s potential after calculating one’s options and taking the best 

option.  

In today’s world of Information Technology and the spreading use of the Internet, there is a 

strong libertarian ethic among Internet aficionados that argues that individuals should “be able to 

do what they want, when they want” and the collective social welfare is advanced by the pursuit 

of a kind of minimally organized anarchy. In its moderate form, this argument is a market-based, 

individual consequentialist position. An example of this is shown in answer to the question of 

“Should an employer monitor the use of his/her employees using company equipment?” the 

answer, according to the ethical thinking of the third school is—No, because to do so would be 

inconsistent with the principle of maximizing the liberty of all concerned and because it does not 

address the individual’s anticipated privacy in the work place. Likewise, as another example, in 

answer to the question of “Should online ISP services monitor the contents of online discussion 

groups and censor members who use offensive language?” the answer for those who prescribe to 

the fourth school of ethical thinking would likely be—No, as long as the behavior in question 

doesn’t threaten the discussion group.  

Information technology does not stand “outside” of society, but rather is a social 

phenomenon that is subject to all the constraints of other social actors. The lessons that can be 
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learned by IT professionals, students, and scholars involved with IT can be summed up as 

follows (Laudon, 1995): (1) Ethical action comes from the decision of individuals based on 

personal convictions; (2) As scholars, we must be careful of the language we use to describe how 

IT and society interact ; (3) IT professionals, employed by organizations, must be prepared to 

continue to struggle with the tension between individuals and collectives in the organization; 

and; (4) We must be more understanding as human beings and IT professionals of the boundaries 

placed on ethical decision making 

Now let us investigate the current IPv4 addressing scheme, introduce who is responsible for 

the development of its successor, IPv6, and discuss the advantages that IPv6 has over IPv4. 
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The Internet Engineering Task Force 

The current addressing scheme is IPv4, which is widely used world wide by corporations; 

the world markets; local, federal government and military organizations; educational and 

scientific institutions; and Internet Service Providers.  The IPv4 addressing pool is currently 

reaching depletion and IPv6 is seen as a solution to this problem.  Moreover, IPv6 not only 

provides a means of adding IP addresses to the current pool of addresses, but it has the potential 

for greater security as well.  The major costs associated with implementing and managing the 

IPv6 addressing scheme would be associated with the cost of migrating from IPv4 to IPv6 over 

the entire network and the Internet as well as the costs attributable to training technical personnel 

to manage the IPv6 address space (Ambrose, 2006). 

The development of IPv6 in the mid-1990’s was due in large part through the efforts of 

the International Engineering Task Force (IETF).  The IETF is a large international organization 

of network designers, vendors, operators, and researchers whose primary concern deals with the 

evolution of the Internet architecture, and the uninterrupted operation of the Internet.  The 

technical work of the IETF is performed by working groups that are organized by topic area, 

such as routing, transport, security, and so on.  Furthermore, the IETF working groups are 

organized into areas that are managed by Area Directors.  The Area Directors are members of the 

Internet Engineering Steering Group.  Providing architectural oversight for the Internet 

Engineering Steering Group is the Internet Architecture Board.  This board also serves to 

adjudicate appeals when anyone complains that the Internet Engineering Steering Group has 

failed for one reason or another.  Both the Internet Architecture Board and the Internet 

Engineering Steering Group are chartered by the Internet Society to fulfill these roles.  The 

General Area Director serves as the chair of the Internet Engineering Task Force and Internet 
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Engineering Steering Group, and is an ex-officio member of the Internet Architecture Board 

(IETF Secretariat, 2008). 

The global deployment of IPv6 is currently underway with the creation of IPv4/IPv6 

Internet consisting of IPv4 only, IPv6 only, and a combination of IPv4 and IPv6 nodes.  

Deployment of the new network addressing scheme must be handled carefully in order to avoid 

an Internet that consists of segregated IPv4 and IPv6 networks while ensuring the connectivity of 

all IPv4 and IPv6 nodes.  The IETF working group that is responsible for developing the 

guidelines for a shared IPv4/IPv6 Internet and ensuring the smooth deployment of IPv6 into 

already existing IPv4 networks comprising the Internet is the IPv6 Operations Working Group 

also known as V6Ops, for short (Ipv6 Operations, 2007).  The current focus of the V6Ops 

working group is the immediate deployment of IPv6, with a secondary focus being the more 

advanced stages of transition from IPv4 and the deployment of IPv6.  The V6Ops Working 

Group has four goals (Ipv6 Operations, 2007): (1) Solicit input from users and network operators 

to identify the operational issues faced with an IPv4/IPv6 Internet and develop solutions or 

workarounds to fix those issues; (2) Publish informational Request For Comments (RFCs) that 

identify potential security risks in the shared IPv4/IPv6 network environment, and document 

operational practices that mitigate or eliminate these risks; (3) Provide feedback to the IPv6 WG 

regarding portions of the IPv6 specification that are likely to cause operational or security 

concerns, and work with the IPv6 WG to resolve those concerns; and (4) Publish informational 

RFCs that further identify and analyze operational solutions for deploying IPv6 within common 

network environments, such as ISPs, Corporate Enterprise networks, Unmanaged networks 

(home/small office), and Cellular networks. 
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The Debate Over IPng 

The most popular and widely used Internet Protocol version is IP version 4.  This IP 

version uses a 32-bit addressing scheme, which means that at most there are 2 to the 32nd power 

unique addresses that can be assigned world wide.  However, some of this address space has 

been reserved for special purposes, such as multicast, and private networks, which further limits 

the number of available addresses that can be assigned to corporations, ISPs, financial 

institutions, educational institutions, military organizations, and the like. 

IPv6, also called IPng, which stands for Internet Protocol Next Generation, is the latest 

version of IP.  It was mentioned earlier that the IPv4 address space is nearing depletion.  As a 

workaround to this issue an alternative solution has been implemented known as Network 

Address Translation on IP addresses.  This concept enables IPv4 hosts to access the Internet 

using a single IP address on the outside of the Local Area Network, where NAT has been 

implemented while, internally to the LAN, these hosts are assigned private IP addresses, either 

statically by a network administrator or automatically via Dynamic Host Configuration Protocol 

running on the network’s DHCP servers (or routers) and failover servers that allow for 

communications within the network itself while also allowing the hosts within the LAN to access 

the Internet behind a firewall.  However, NAT on IPv4 has serious drawbacks, which include a 

higher level of complexity and a loss of end-to-end connectivity among the participating hosts on 

the network.  Other attempts at conserving IP addresses within network LANs where NAT is not 

utilized have been implemented as well.  These include the widespread use of Variable Length 

Subnet Masking or VLSMs, and Classless InterDomain Routing (CIDR), which limit the 

number of IP addresses assigned on a LAN segment depending on the number of hosts that exist 
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on that particular network segment, thereby eliminating the wasting of IP addresses for that 

segment.   

IPng has been seen as a viable alternative to this depletion problem.  One of the 

advantages that IPng has over IPv4 is that IPng uses a 128-bit addressing scheme rather than the 

32-bit addressing scheme used in IPv4.  This 128-bit addressing scheme allows for up to 2 to the 

128th power (or 340 trillion trillion trillion) unique addresses, which can be assigned.  This larger 

number of bits used for IP addresses provides another advantage that IPng has over IPv4 in that 

it makes it more receptive to cryptography, and therefore, enables a higher level of security to be 

achieved through the use of IPng as opposed to IPv4 (Ambrose, 2006).  Additionally, IPv6 adds 

improvements to IPv4 in the areas of network routing and autoconfiguration. 

The overwhelming need to expand the number of IP addresses and the existence of 

plausible alternatives, gives rise to several debatable issues among IT analysts that have been 

tracking this technology over the years. 
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IPng Debate 
 

Potential Enablers 

Potential enablers of IPv6 are the limitations of IPv4, cost reductions possible from IPng 

over IPv4, and the regulatory requirements advantages of implementing IPng (Ambrose, 2006).  

Analysts world wide across the networking spectrum are in agreement that the limitations of 

IPv4 will eventually lead to the exhaustion of available IP addresses.  Tolly (2006) quotes Mike 

Disaboto of Burton, Search Networking in saying, “IPv6 is ready for prime time and companies 

should prepare for deployment before all IP addresses under version 4 are depleted, which by 

some estimates could be as soon as 2009.  It’s not a matter of if [current IP addresses will be 

depleted], it’s a matter of when” (p.1).  However, Tolly (2006) goes on to state that many 

network executives don’t really notice the IP address shortage problem because the 

implementation of NAT in conjunction with Virtual Private Networking (VPN) technology has 

made many enterprises immune to the issue.  IPng is seen as potentially providing significant 

cost reductions through increased cyber security (due to fewer cyber breaches) and lower 

application development and network management efforts.  In the area of improved cyber 

security, Blum (2005) indicates that organizations with higher security requirements might find 

IPng provides better security and authentication services as compared to IPv4, and at a lower 

cost.  Gallaher and Rowe (2005) in their report to the U.S. Department of Commerce, 

Technology Administration, in December, 2005 presented their findings of estimated costs and 

benefits associated with the transitioning from IPv4 to IPng.  Cost estimates were based on the 

likely development and deployment scenarios provided by stakeholders during interviews 

conducted by RTI International (RTI).  Based on these interviews, RTI estimated the present 

value of incremental costs associated with IPv6 deployment over a 25-year period to be 
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approximately $25B ($2003), which primarily reflected the increased labor costs associated with 

the transition.  Although the $25B cost seems high, it is actually small in comparison to the 

expenditures on IT hardware and software, and even smaller when compared to the expected 

value of potential market applications. 

Stakeholders who participated in the report study identified several major categories of 

IPng applications that have potential estimated benefits in excess of $10B.  These applications 

included Voice Over IP, remote access products and services, and enhanced network 

efficiencies.  The benefit estimates included in the report were more subjective than the cost 

estimates because they were based on Internet applications that were yet to be well-defined.  

Furthermore, the benefit estimates were potentially conservative because they did not reflect 

future, next generation applications that may take advantage of IPng.  Table 1:  Informal 

Discussions, RFC Commenters, and Interviews, lists the stakeholder groups that participated in 

the RTI report study (Gallaher & Rowe, 2005, p. ES-2): 

Table 1:   Informal Discussions, RFC Commenters, and Interviews 

Stakeholder Group Informal 
Discussions 

RFC Commenters Interviews 

Infrastructure Vendors 7 5 5 
Application Vendors 0 1 6 
ISPs 3 5 6 
Infrastructure Users 1 1 4 
Corporate Users 2 0 1 
Institutional Users 3 0 2 
Government Users 4 1 3 
Research Consortiums 3 4 2 
Industry and Academic 
Experts 

3 5 1 

Total 24 22 30 
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Based on the interviews conducted by RTI of the major stakeholders involved, Figure 1:  

Penetration Estimates of IPng in the United States, illustrates the likely deployment /adoption 

rates of IPng for the four major stakeholders (Gallaher & Rowe, M., 2005, p. ES-3). 

 

Figure 1 :  Penetration Estimates of IPng in the U.S. 

Based on the information provided in Figure 1:  Penetration Estimates of IPng in the 

U.S., RTI estimated that 30 percent of the infrastructure products offered by vendors will be 

IPng-capable by 2003.  Similarly, 30 percent of Internet applications offered by vendors are 

projected to be IPng-capable by 2008.  This figure also predicts that 30 percent of the ISPs will 

be IPng-enabled by the year 2010, and 30 percent of the users’ networks are expected to be IPng-

enabled by 2012, with all stakeholders predicted to be at the 80 percent penetration and higher 

levels by 2025. 
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RTI International’s report estimates the present value of costs for all stakeholder groups 

to transition to IPng will be approximately $25B.  These costs will occur over the period from 

1997 to 2025.  Table 2:  Summary of Transition Costs from IPv4 to IPng, indicates that users 

will incur roughly 92 percent of the total U.S. transition costs, whereas ISPs and vendors will 

incur only 0.5 and eight percent, respectively (Gallaher & Rowe, 2005, p. ES-4). 

 

Table 2:  Summary of Transition Costs from IPv4 to IPng 

 Costs (Present Value [PV] in 
Millions ($2003) 

Infrastructure Vendors $1,384 
Application Vendors $593 
ISPs $136 
Users $23,321 
Total $25.434 

 

The 92 percent of costs shared by users indicated in Table 2:  Summary of Transition 

Costs from IPv4 to IPng, is comprised primarily of labor costs associated with the transition and 

training costs associated with the fundamentals and implementation of the IPng protocol, which 

will vary from corporation to corporation depending on the current and past levels of experience 

with the IPv4 protocol already in use. 

Although there is a general consensus among analysts and among stakeholders that IPng 

is superior to IPv4, there is widespread disagreement among them on the timing, magnitude, and 

distribution across the stakeholder groups of potential benefits.  Several benefits are contingent 

on the removal of NAT on IPv4 and the hardware firewall devices that utilize them.  

Furthermore, other potential benefits, such as increased security and improved Quality of Service 
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benefits will likely not be realized without major changes in the Internet security models in use 

today, along with considerable research invested and testing in other areas.  As a result, 

secondary data was included with the stakeholders’ hypothesized impacts in order to provide 

greater insight into the potential benefits that IPng will provide.  Table 3:  Several 

Benefit/Application Categories, shows the potential benefits grouped into four general categories 

or impact metrics, which lists the near-term benefits of increased use of VOIP as well as the 

long-term benefits gleaned from enhanced Internet security as a result of the removal of NAT on 

IPv4 (Gallaher & Rowe, 2005, p. ES-5). 

Table 3:  Several Benefits/Application Categories 

Impact Metric Application/Market General Descriptio n:  
Examples 

Cost reductions resulting 
from increased security 

IPSEC/E2E Security Model In the future, as security costs 
continue to rise, movement to 
the use of the E2E security 
model could reduce 
enterprise costs, both in 
downtime and preventive 
measures. 

Cost reductions resulting 
from increased efficiency 

VOIP Movement to VOIP from 
traditional phone networks 
could save 20 percent or 
more on telephony 
expenditures. 

 NAT Removal Enterprise and application 
vendors’ spending on NAT 
workarounds accounts for up 
to 30 percent of IT-related 
expenditures. 

Value of remote access to 
existing products/services 

Increased life expectancy of 
products 

Automobile and appliance 
owners could increase the 
functionality and life 
expectancy of their products 
through the use of remote 
monitoring and support 
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services. 
 Service Costs Automotive and appliance 

owners could decrease 
service costs through the use 
of remote monitoring and 
support services. 

Innovation in 
communications and online 
products/services 

New mobile data services Wireless companies could 
sell new features through 
expanded network 
capabilities. 

  Wireless companies need 
IPv6 to increase address 
capacity for P2P applications. 

 Online gaming Gaming and game console 
makers could see expanded 
functionality and thus 
opportunities for innovative 
new products. 

 

Figure 2:  Annual Spending by U.S. Infrastructure Vendors on IPv6-Related R&D, 

shown on the following page, illustrates the money that U.S. infrastructure vendors have invested 

and are predicted to continue to invest in IPng-related research and development from 1997 

through 2015 (Gallaher & Rowe, 2005, pp. 4-8): 
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Figure 2 :  Annual Spending by U.S. Infrastructure Vendors on IPng-Related R&D 

In addition to the enablers already mentioned, which might lead to the increased use of 

IPng networks, there are regulatory requirements world wide that may promote this trend in the 

future.  One such example is that the Japanese government has issued mandates, and given tax 

incentives to its network operators to deploy IPng now.  Another can be found in the U.S. 

government, which has also made IPng a part of its reference architecture for future network 

designs (Kerravala, 2005).  The U.S. Department of Defense is also moving toward a controlled 

deployment of IPv6 through regulatory measures, and a Congressional hearing on IPng and the 

Office of Management and Budget (OMB) memo has set a 2008 target date for IPng transition in 

the United States (Arvind, 2006).  And, finally, Frost and Sullivan (2005) indicate the 

Department of Defense plans to adopt the new IPng as the standard for all networking services 

by 2008. 
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Despite the enablers that have been pointed out by analysts, there are many others who 

don’t share the same viewpoints as these analysts, and question the economic and practical 

viability of IPng as an alternative to IPv4 and the enhancements that it proposes to offer.  This is 

what we will focus on in the following discussion.
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IPng Debate 
 

Potential Inhibitors 

From the perspective of world wide analysts, the potential hurdles or inhibitors for the 

advancement of IPng as a viable alternative and replacement for IPv4 are grouped into three 

main areas of focus:  skepticism, market inertia, and IPv4 NAT remaining as a strong alternative 

to the implementation of IPng (Ambrose, 2006). 

 Kerravala (2005) sees the primary inhibitor to the implementation of IPng as the 

perceived lack of demand related to many of the ad-hoc workarounds that have been developed 

as patches for IPv4. 

 Samuel Masud, who is a principal analyst for Frost & Sullivan, firmly believes that most 

corporations don’t have any logical reason to move to IPng in the current scenario, and he 

substantiates his statement in (Reubens, 2006, p. 1): 

 
"The principal drivers are applications which IPv6 enables, but these are not there 
yet. People touted security as a benefit, but we now have IPSec (IP security) with 
IPv4. It is part of IPv6, but so what? The same applied to QoS (Quality of 
Service). It may be easer with IPv6, but it is do-able with IPv4, so it's not a reason 
to switch”  

Another analyst, Daniel Goldberg from the Burton Group, in Tolly (2006), has a quite 

different perspective on the issue.  He believes that since IPng was developed in the mid-1990’s, 

it could be outdated before it is ever deployed world wide.  This point is further corroborated by 

Masud, Frost, and Sullivan (2006) when Masud states:  “If you missed it the first time—the 

Internet has a way of moving really, really fast” (p. 1). 

From the market inertia perspective, analysts have detected a considerable reluctance 

among various corporations and organizations to migrate to IPng. 
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Tolly (2006), representing the perspective of the Tolly Group, points to a significant lack 

of IPng-related projects over 2005 when he states:  “Can the absence of requests for inclusion of 

IPng in test scenarios reflect a lack of interest on the part of the enterprise customer? I think it 

does” (p. 1). 

 Morganstern (2006) quotes Jeff Young of the Burton Group, when he states:  “By 2017 

and past, certainly, IPng is going be the protocol we're going to run. I just don't believe we need 

to spend money on it today” (p. 1).   Jeff Young supports Kevin Tolly’s analysis regarding IPng 

in that companies should start the process of investigating IPv6, but doesn’t think that now is the 

time to deploy IPng since there are still sufficient IP addresses and will be for many more years 

to come. 

Furthermore, Daniel Golding, a senior analyst of the Burton Group conjectures that there 

will be sufficient IP addresses for everyone for the next 20 years.  He further cautions companies 

from making any hasty, unplanned deployments of IPng as it might prove costly to them in the 

long run.  Golding also disagrees with the consensus of other leading analysts that IPng will offer 

greater security than IPv4 when he says, "I personally would not be comfortable going backward 

in security capabilities” (Tolly, 2006, p. 1). 

Figure 3:  IPng Deployment Plans, on the following page, illustrates various 

organizations’ plans to deploy IPng in 2005 (Ambrose, 2006). 
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Figure 3 :  IPng Deployment Plans 

Clearly seen in Figure 3:  IPng Deployment Plans, 40 percent of those who took part in 

the INS survey had not begun migrating to IPng even though they had been apprised of the 

potential benefits that IPng would bring them. 

 Jackson (2008) quotes Aaron J. Heffron from Market Connections to support his theory 

that the lack of awareness of IPng is the contributing factor to market inertia when he says, 

“There are a lot of people who don’t have familiarity with IPv6” (p. 1), and as a result, the 

migration to IPng might be treated as a check-box exercise. 

The Associates from Booz Allen Hamilton also question the supposed boost to IPng from 

government mandates.  The Senior Associate, Leslie Allen, goes on to say, “They didn’t have a 

lot of budget to work through this, so the temptation is to meet the minimum requirements” 

(Jackson, 2008, p. 1).  
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INS captures the market inertia inhibitor concept for IPng when they say that IPng holds 

a lot of promise and future benefits, but the link to short-term, tangible paybacks is weak (Blum, 

2005). 

And, finally, the biggest inhibitor to migrating to IPng among the leading analysts is that 

NAT IPv4 still remains a viable alternative to IPng in spite of the benefits that have been 

suggested by many people in the know.  Daniel Golding, from the Burton Group, believes that 

the use of NAT IPv4 can effectively solve the issue of the depleting IP addresses, which is 

looked upon as one of the main drivers to moving to IPng (Ambrose, 2006).   

Kevin Tolly, from the Tolly Group, points out that even though IPng has been shown to 

have added benefits, corporate executives and organizations haven’t given it much notice.  He 

goes on to say, “While the address shortage is real, the winning combination of NAT in firewalls 

combined with VPN technology has made most enterprises immune from that issue” (Tolly, 

2006, p. 1). 

Figure 4:  IPng Inhibitors, on the following page, illustrates the various factors and their 

related importance to inhibiting IPng world wide.  This pie chart was based on an IPng Survey 

conducted by INS in December, 2005, and clearly shows the complexity of infrastructure 

upgrade as the leading inhibitor at 28 percent. 
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Figure 4 :  IPng Inhibitors 

In the following section, let’s analyze the perspectives of leading analysts across the 

stakeholder spectrum and IT professionals and see what they agree on, what they disagree on, 

and what the general consensus opinion is with regard to IPng transition and implementation. 
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Analyst & IT Perspectives 

Most analysts across the stakeholder spectrum are in agreement on the following points:  

(1) the IPv4 address space is depleting rapidly, (2) IPng is seen as the viable long-term solution 

to fixing the problem, (3) IPng is seen as providing better security than the current IPv4 

addressing scheme, and (4) the progress of implementing IPng in the United States is 

comparatively slower than in the rest of the world but mandates from the U.S. government are 

acting to drive the growth of IPng in the U.S. 

 

Figure 5 :  IT Perspective on IPv6 
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Figure 5:  IT Perspective on IPv6, on the preceding page, illustrates the general opinions 

of 150 leading IT professionals in a study conducted by INS in 2005 (Ambrose, 2006). 

In contrast, analysts world wide are in disagreement on the several issues relating to IPng.  

Even though most analysts will agree that IPng is seen as the viable solution to the depleting IP 

address problem, they differ in opinion on the timeframe for transitioning to IPng.  Some 

analysts believed the IP address pool would be depleted by 2006, while others felt that NAT 

would keep IPv4 alive for many years into the future.  While some analysts are uncertain about 

the viability of continuing to use NAT on IPv4 networks due to the complexity and loss of end-

to-end connectivity that NAT can cause on those networks, other analysts contend that NAT will 

extend the life of the IPv4 networks, and thus allow the stakeholders to avoid the migration to 

IPng altogether, preventing the various hurdles associated with it. 

The consensus opinion among the analysts is that IPng would be a viable solution for the 

future of networking technology.  However, the growth of IPng networks will be slower in the 

U.S. than in other countries where the shortage of IP addresses is more pronounced, and 

therefore, the adoption of IPng in the U.S. will take longer because of the relative abundance of 

IP addresses available (Ambrose, 2006). 

Next, let’s take a look at the implementation strategies for transitioning from IPv4 to 

IPng. 
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IPv4 to IPng Implementation Strategies 

  The deployment of IPng networks in countries like Asia and Europe has increased over 

the years.  In stark contrast, the deployment effort has not been a high priority in North America 

and specifically within the United States.  The focus, however, on moving forward with the 

implementation of IPng has intensified recently in the U.S. especially among Internet service 

providers and military organizations.  The primary objective of implementing IPng into existing 

networks is for IP-address-hungry organizations to take advantage of the massive increase in IP 

addresses available with IPng.  Unfortunately, the larger address space comes at a price for these 

organizations due to the different address formats and notations, which have an impact on 

network routing and the applications that currently use IPv4 IP addresses (Bt Diamond Ip, 2007). 

Organizations with existing IPv4 networks that wish to transition or migrate to IPng 

networks will face many challenges including identifying the impacts, planning the transition, 

and migrating to IPng.  Given the reliance on the existing IPv4 networks that corporations, 

military organizations, and educational institutions have for such communications as e-mail, 

virtual private networking for telecommuters, teleconferencing with partner organizations, and 

Internet web-browsing, careful transition planning will have to include a detailed assessment of 

the current network environment, its end-users, and the steps to be taken in the deployment 

phase. 

The migration or transition from IPv4 to IPng networks will consist of beginning with an 

already-existing IPv4 network; the addition of IPng nodes and networks, which are 

superimposed over time; and the final result being a predominantly IPng network with continued 

IPv4 legacy support. 
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From a macro level perspective, the technologies that will be available to facilitate the 

migration to IPng are (Bt Diamond Ip, 2007):  (1) Dual Stack – Contains support for both IPv4 

and IPng on network devices; (2) Tunneling – Incorporates encapsulation of an IPng packet 

within an IPv4 packet for transmission across an IPv4 network; and (3) Translation – 

Incorporates IP address or port translation of addresses via a gateway device or translation code 

within the TCP/IP code of a host or router 

The successful migration to IPng will also include the migration of network applications, 

requiring the following (Bt Diamond Ip, 2007):  (1) The incorporation of IPv4 and IPng network 

and subnet allocations; (2) The incorporation of address assignment strategies for IPv4 and IPng, 

including static, auto-configuration, and DHCP for IPv4 and IPng; (3) The incorporation of DNS 

resource record configuration corresponding to the appropriate name resolution to address(es) for 

the desired tunneling or translation; (4) The incorporation of compatible client/host router 

support including tunneling/translation and application considerations; and (5) The incorporation 

of the employment of translation gateways 

 

Figure 6:  Dual Stack Deployment, shown on page 32, depicts the typical deployment of 

dual-stacked devices sharing a common network interface with IPv4 and IPng operating over the 

same physical link.  All Ethernet and layer 2 technologies support both IPv4 and IPng payloads.  

Dual-stacked devices require routers that support dual-stacked links.  Even though this diagram 

is LAN-based, its concept can be extended beyond the physical LAN to a multi-hop network 

where routers support IPv4 and IPng and route IPv4 packets among native IPv4 hosts and IPng 

packets among IPng-capable hosts.  While routers would likely be the first devices to be 

upgraded to support both protocols, RFC 4554 is an informational RFC that describes an 
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innovative approach using VLANs to support an overlay configuration without requiring 

immediate router upgrades.  This concept is depicted in Figure 7:  Dual-Stacked VLAN 

Network, shown below (Bt Diamond Ip, 2007). 

Figure 6 :  Dual Stack 

Deployment 

 

 

 

 

Figure 7 :  Dual-

Stack VLAN 

Network 

 

Various 

tunneling 

technologies have been devised to support IPng over IPv4 as well as IPv4 over IPng.  These 
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technologies are classified as configured or automatic, where configured tunnels are pre-defined 

and automatic tunnels are created, and then disassembled on-the-fly.  Tunneling of IPng packets 

over an IPv4 network requires prefixing each IPng packet with an IPv4 header to facilitate the 

transmission of the IPng packet over the IPv4 network.  The prefixing of these packets is 

illustrated in Figure 8:  IPng over IPv4 Tunneling (Bt Diamond Ip, 2007). 

 

Figure 8 :  IPng over 

IPv4 Tunneling 

 

 

The various tunnel types that can exist on IPng networks are:  (1) Router-to-Router 

tunnel, (2) Host-to-Router, (3) Router-to-Host, and (4) Host-to-Host.  Figure 9:  Tunneling 

Scenarios, summarizes the applicability of tunneling based on the source host 

capabilities/network type and the destination address resolution and network type.  The green 

shaded areas represent native IPv4 end-to-end.  The yellow shaded areas indicate a tunneling 

scenario, including configured tunnels.  The “ �  “ symbol represents transition or tunneling end-

point within the network that converts the native protocol to a tunneled protocol, or vice versa.  

The red shaded areas indicate an invalid connection option via tunneling (Bt Diamond Ip, 2007) 
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Figure 9 :  Tunneling Scenarios 

Translation techniques perform the IPv4 to IPng conversion at a particular layer of the 

protocol stack, which is typically the network (3rd), transport (4th) or application (7th) layers of 

the Open Systems Interconnect model.  Translation techniques alter the IP packets, unlike 

tunneling, commutatively between IPv4 and IPng.  Generally, translation approaches are 

recommended in an environment with IPng-only nodes communicating with IPv4-only nodes, 

which are depicted by the red shaded areas in Figure 9:  Tunneling Scenarios (Bt Diamond Ip, 

2007). 

There are various migration scenarios that can be performed when moving from an IPv4 

to an IPng network.  Among these scenarios are:  (1) Server-side migration, (2) Client-side 

migration, (3) Client-Server migration, and (4) Core migration.  The last option, core migration, 

is by far the most commonly used approach and involves first migrating the backbone or core 

network to IPng.  This process requires upgrading all core routers to support IPng routing and 
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routing protocols and access-to-core boundary routers to support dual stacks.  In this scenario, 

the core network could be an internal backbone or IPng ISP network.  The access-core boundary 

routers would typically employ configured tunnels between them in this approach.  This would 

allow the boundary routers to advertise IPv4 routes and tunnel IPv4 packets across the IPng 

backbone.  This particular approach has little to no effect on the client or server devices or 

software and is a good starting point for IPng experimentation without affecting end users.  

Figure 10:  Core Migration Scenario, depicts this scenario (Bt Diamond Ip, 2007). 

 

Figure 10 :  Core Migration Scenario 

 

Finally, let’s take a look at some of the IP addressing and management challenges that 

network administrators will face when IPng migration occurs. 



 Advanced Network Architecture 35 

 

IPng Addressing & Management Challenges 

The Internet Engineering Task Force, in developing the next generation IP version, 

attempted to build this new protocol as an evolution of the existing IPv4 protocol creating many 

new features in IPng while building on the foundations of IPv4 that made it so successful. 

Some of the key features of IPv6 (IPng) are (Bt Diamond Ip, 2006):  (1) Expanded 

addressing – IPv6 addressing is 128-bit hierarchically assigned with address scoping; (2) Routing 

–IPv6 routing incorporates a strong hierarchical routing supporting route aggregation; (3) 

Performance – IPv6 performance is a simple datagram service; (4) Extensibility – IPv6 has built 

in extensibility for new header types and more efficient routing; (5) Multimedia – IPv6 contains 

flow-label header field to facilitate QoS support; (6) Multicast – IPv6 replaces broadcast 

addressing and is compulsory; (7) Security – IPv6 implements built in authentication and 

encryption that is mandatory; (8) Autoconfiguration – IPv6 has stateful and stateless address 

configuration with duplicate IP address detection; (9) Mobility – IPv6 mobility eliminates the 

triangular routing of Mobile IPv4 

 

Like IPv4, there are three types of IPng addresses that have been defined:  (1) Unicast – 

The IP address of a single (non-broadcast, non-multicast) interface; (2) Anycast – A single IP 

address for a set of interfaces, belonging to several nodes, any of which is the intended recipient; 

and (3) Multicast – the IP address for a set of interfaces, belonging to different nodes, all of 

which are the intended recipient of traffic.  A device interface may have multiple IP addresses of 

any or all of the IP address types.  Typically these IP addresses are globally unique or are of 

global scope.  However, unlike IPv4, IPng was designed with the capability to define a link local 

scope of IP addresses to uniquely identify interfaces attached to a specific link. 
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The management of IPv4 addresses is difficult at times for many network administrators.  

Recall that IPv4 addresses are 32-bit addresses consisting of four, eight-bit octets each converted 

to its decimal equivalent and separated by “dots.”  The complexity and, thus, overall 

management of the IPng address space increases exponentially since this IP protocol version is a 

128-bit address comprised of eight, 16-bit address segments, each of which are converted to 

hexadecimal and separated by colons.  Each hexadecimal “digit” represents four bits per the 

mapping of each hex digit (0 – F) to its four-bit binary mapping as shown in Table 4:  

Hexadecimal digit to Binary Conversion (Bt Diamond Ip, 2006): 

Table 4:  Hexadecimal Digit to Binary Conversion 

0 = 0000 4 = 0100 8 = 1000 C = 1100 

1 = 0001 5 = 0101 9 = 1001 D = 1101 

2 = 0010 6 = 0110 A = 1010 E = 1110 

3 = 0011 7 = 0111 B = 1011 F = 1111 

 

After the conversion of the 128-bit IPng address from binary to hexadecimal, four sets of 

hex-digits are grouped together and separated by colons.  The grouping of four hex-digits is often 

referred to as a quad-hex.  These four hex digits represent 16-bits that are then separated into 

eight quad-hex values that are separated by colons.  The typical IPng IP address is shown in 

Figure 11:  IPng Address Notation. 
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Figure 11 :  IPng Address Notation 

A unique difference in IPng address notation over IPv4 is that unlike IPv4 addresses that 

have four decimal values, each between 0 and 255 and separated by dots, the IPng address 

consists of eight quad-hex values, each between 0000 and FFFF and separated by colons.  To 

simplify the notation somewhat, there are two acceptable conventions for writing IPng addresses:  

(1) Leading zeros within a quad-hex section (between colons) may be dropped; and (2) A 

double-colon may be substituted for one or more consecutive sets of quad-hex zero strings.  In 

the example shown in Figure 11:  IPng Address Notation, the IPng address may be rewritten as 

4C62:E849:5F62:AB41:0:0:0:801, using the first convention.  Utilizing the second convention, 

we can further reduce the IPng address to 4C62:E849:5F62:AB41::801. 

The IPng address structure consists of three fields:  (1) Global Routing Prefix—similar to 

the IPv4 network number; (2) Subnet ID—used to locally route packets to subnets, if they exist; 

and (3) Interface ID—that identifies the interface the packet is originating from.  Figure 12:  

IPng Address Structure, shown on page 39, illustrates the makeup of an IPng address.  
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Figure 12 :  IPng Address Structure 

The complexity of the IPng address notation and structure leads to many challenges that 

network administrators will face when IPng is implemented on a world wide scale.  Since IP 

addresses are essential in communicating on IP networks, it is critical that the IPng address space 

is managed properly.  Some of these challenges will be (Bt Diamond Ip, 2006):  (1) IPng address 

blocks must be hierarchically allocated since IPng is hierarchical by design; (2) Strategies for 

flexible IP address allocation may be required to enable best-fit allocation within enterprise 

networks and sparse allocations among ISP networks; (3) IPng should support prefix delegation 

and its proper configuration in routers and/or DHCPv6 servers; (4) IPng should support address 

autoconfiguration and configuration of network prefixes for advertisement; (5) IPng should 

accurately inventory addresses assigned statically by DHCPv6 or autoconfigured; (6) IPng 

should allow the configuring of DHCPv6 servers with address pools and associated client 

options; (7) IPng should allow the configuring of DNS servers with AAAA resource records for 

proper resolution of IPng hosts; and (8) There must be adequate planning and management for 

the IPv4 to IPng transition 

 

It is inevitable that the IPng protocol will coexist with the IPv4 protocol for a time, and 

will likely totally replace the IPv4 networks as migrations occur in increasing numbers world 
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wide.  Therefore, it is extremely important that today’s network administrators obtain the 

necessary training to adequately identify, implement, and manage the IPng protocol and 

networks of the future. 

The IP address management concept consists of three interrelated functions: (1) IP 

address inventory; (2) Dynamic IP address services management; and (3) IP name services 

management.  Each of these three functions is essential to the proper operation of any IP 

network.     

The following is a comprehensive list of seven overall best practices for IPng address 

management that should be implemented by all IP network directors when IPng deployment is 

planned for any military, corporate, educational, or, federal or local government (Bt Diamond Ip, 

2007a):  (1) Centralize the management of IP inventory and DHCP and DNS services; (2) Enable 

the delegation of IP address management responsibilities while controlling access to relevant 

information; (3) Deploy highly available IP services; (4) Monitor IP services to proactively 

manage the service availability; (5) Streamline IP services upgrades and patches; (6) Adapt IP 

management functions to the business process; and (7) Integrate IP address management 

processes into a broader workflows within the Enterprise. 
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Conclusion 

 
Even though leading analysts and IT professionals agree that the IPv4 address space is 

depleting rapidly, that IPv6 is seen as a viable solution to the problem, that increased security can 

be gained from transitioning to IPv6, and the progress of implementing IPv6 in the U.S. will be 

slower, the consensus opinion among the analysts is that IPv6 would be a viable solution for the 

future of networking technology but the growth of IPv6 networks will be slower in the U.S. than 

in other countries where the shortage of IP addresses is more pronounced, and therefore, the 

adoption of IPv6 in the U.S. will take longer because of the relative abundance of IP addresses 

available. 

Network administrators will face several challenges when transitioning to IPv6, including 

the training that will be necessary to deal with the increased complexity of IPv6 address notation 

and configuration.  However, if careful planning strategies are developed and transitioning best 

practices are implemented on the hardware and software, the end-to-end communications 

upgrades on existing networks will be seamless and enhanced.   

The failure on the part of network administrators and network directors to follow these 

best practices could result in failed networks and additional challenges to overcome to fix them. 
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Appendix A 
 

Stakeholder Letter 

 
Daniel L. Calloway 

18 Evening Shade Drive 
    Weaverville, NC 28787 

     
July 3, 2009 

Major (Financial, Educational, Military, Federal or Local Government) Institution 
1144 Any street 
Any town, USA 38737  

Dear Sir or Madam: 

My name is Dan Calloway.  I am a graduating student of Capella University, soon to have my 
masters’ degree in Information Technology.  I have completed my final course project on the 
implementation and management of the next generation IP version 6 into networks world wide. 

As the designer and consultant for this project, I conducted considerable research into this subject 
matter over the last several weeks, which discussed the ethical and legal implications that Information 
Technology has on society today; discussed the debate over the transition of IPv6 into the world 
markets, financial and educational institutions, military, federal and local government organizations; 
discussed the perspectives of the leading analysts and Information Technology professionals around 
the world; and compared the benefits and potential inhibitors of the IP version 6 protocol with the 
current IP protocol version 4, and its impact on the future of networking on a world wide scale. 

Our project team feels that implementation of the new IPv6 protocol into your existing network 
infrastructure will have many benefits for your organization, including the greatly expanded IP 
address pool, greater security overall due to enhanced cryptography capability that IPv6 offers, and a 
reduced cost in network operations due primarily to the decrease in the risk of cyber attacks on your 
network, to name a few. 

I would like the opportunity to meet with your business office and Information Technology 
department heads to discuss this project in greater detail.   

For confirmation, I can be reached at consultant@nextgenerationIP.com, or 888-222.3434.    

Sincerely, 

D. L. Calloway 

IT Consultant 


